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1. EXECUTIVE SUMMARY

In this Joint Opinion, the European Supervisory Authorities (ESASs) identify and analyse, pursuant

to Article6(5) of Directive (EU) 2015/84¢h¢ Anti-Money Laundering Directive AMLDY),
OdINNBY G FyR SYSNBAY3 Y2yse fFdyRSNAY3 FyR d8N
financial sector is exposed. The ESAs draw on information provided by competent authorities
6/1a0 YR 2y AYT2NXYIGARZY 200 A ydhout hgyearKS 02y
including a workshop on risks associated with money remitters ammey issuers organised

by them.

The ESAs have group#t risks that were identified throughout this process into two broad

categories: crossectoral risks and sect@pecific risks.
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In the crosssectoral ML/TF risks section of this Joint Opinion, the ESAs have set out current and
emerging risks identified by CAs that cut across all sectors and provide a contextual background
to these risks. At the time of writing thisidt Opinion, the ESAs had identified that the main
crosscutting risks arise from the withdrawal of the United Kingdom (UK) from the EU; new
technologies; virtual currenciedegislative divergence and divergent supervisory practices;

weaknesses internal controls; terrorist financing; and etésking.

One key challenge is the uncertainty generated by the withdrawal of the UK from the EU and
F3a20AF0SR 02y OSNya NBIFNRAY3I /!13aQ FoAfAGe G2
firms relocating to heir Member State from the UK following the withdrawal of the UK from

the EU.

The ESAs have also found that CAs view the management of risks associated with new
technologies, in both FinTethnd RegTechas one of the key challenges prevalent in most
sectors. The rapid spread of virtual currencies and recent developments in this area introduced
by the Financial Action Task Force (FATF) are also highlighted as growing concerns. Many of
these concerns have already been raised by the ESAs via varioumspigiated to virtual
currencie$ and a report on crypteasseté. To address these risks and concerns, the CAs may
need to develop a better understanding of these products and services and their control
frameworks, which may be different from the traditiaincontrols that the CAs are familiar with.

This may require some degree of engagement between the C3stha private sector.

IcCAYy¢SOKE +a RSTAYSR o0& GKS CAYlyOALlf {inhdvatidnithatGodld resit NRE Y St
in new business models, applications, processes or products with an associated material effect on financial markets and
AyauAilddziAzya FYR 0UKS . LINPYAAAZY 2F FAYIYOALFT &ASNBAOSAQ

2 RegTech, as defined Iye Institute of Internatimal FinanceY S| ya WGiKS dzasS 27 M S GSOKy2f 2:=
FYR O2YLX Al yOS NBIdZANBYSyida Y2NBE STFSOGA@GSte IyR STTAOAS

3 9.1 hLAYA2Y 2y  YEBMNTpE0H128/08 publiskNG yod AMRily Q3D14, available at:
https://eba.europa.eu/documents/10180/657547/EBBp-201408+0pinion+on+Virtual+Currencies.pdand EBA
hLIAYA2Y 2y (GKS 9! [/ 2YYA&aaArz2yQa UiEBcope aflDirectilie2(EU MR5Y8ZD, + A NIi dzl
published on 11 August 20186, available at:
https://eba.europa.eu/documents/10180/1547217/EBA+Opinion+on+the+Commission%E2%80%99s+proposal+to+br
ing+virtual+currency+entities+into+the+scope+of+4AMLD

4 EBA report with advice for the European Commission on crypto assets, published on 09 January 204 atzaila
https://eba.europa.euf/eba-reports-on-crypto-assets
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https://eba.europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on+Virtual+Currencies.pdf
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This Joint Opinion also highlights concerns about divergent national legal frameworksavehich

a direct consequence dhe minimum harmonisatiorframework on which the relevant EU
legislation idased especially in the area of the prevention of the use of the financial system for
the purposes oML/TFE In addition to ML/TF risks arising from divergent transposstmfithe

AMLD, the ESAs have identified other areas of legislation that may have an impact on ML/TF
risks, notably imelation toauthorisations, qualifying holdings and assessmeth®fitness and
propriety of key function holders and members of the managementdo@hese differences

have implicationgor howthe anttmoney laundering and countering the financing of terrorism
(AML/CFT) guidelines and standards developed by the ESAs, which aim to foster convergence

across the EU, are implementedtire Member Stats.

In addition to the nature, size and risk rating of the sector, this Joint Oparngrhasiseshat

divergerces in theregulatory frameworkare also contributing to diverging supervisory

practices. This Joint Opinion notes significant differences betwéeh a Q & dzZLISNIIA &
engagements within the same sectors. While such differences may result from-lzasisét

I LILINB F OKX ljdzSadAz2ya OFy o6S NIAaSR Fo2dzi az2ys
considering that no assessment of controls has been carrigdnrosome sectors by a large

proportion of CAs. Significant differences in resources allocated by Member States to AML/CFT
supervision across the single market is also considered a contributing factor to divergent

supervisory practices.

Furthermore, thisJoint Opinion notes that terrorist financing risks continue to be a concern
because of ongoing weaknesses in transaction monitoring and limited information flows

between law enforcement, firms and CAs.

As in the Joint Opinion published in 2017, the CAslrdmy O2y OSNY SR | 02 d:
implementation of internal controls and their management of emerging risks, particularly the
implementation of customer due diligence (CDD) measures. Owing to the interconnected nature

2T GKS 9! Qa TFAYIl yOikslcdn expdsdtheSeitie EY fianiial masketitoyaS a & S
ANBFGSNI NAa]l 2F a[k¢Co® Ly FRRAGAZYS FANXVaAQ Tl

refusing or discontinuing a business relationship with a customer or groups of customers, may

3
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lead to deriskingand result in these customers using more informal or unregulated channels
for their financial needs. However, from the responses received, the ESAs observed that CAs
have developed a better understanding of the quality of controls applied by firms inseatbr

than they had in 2017. This change may be attributed to increased supervisory activity in certain
aSO02NE FyR GKS A YL -Ba¥e guparvisianzyyidelgids G KS 9{! aQ

To mitigate the crossutting ML/TF risks identified in this Joint @ipn, the ESAs have proposed
a number of potential actions for the CA%ese include

(1) ensuingthat they are equipped to deal with risks associated with the arrival of new firms

and activities into the E\37 as a result of the withdrawal of the UK from the EU;
(ii) acknowledgngand adapingto the implications of FinTechs and RegTechs;

(i) monitoring devebpments in relation to virtual currencies and ass$eg# any changes to

the national legal and regulatory AML/CFT frameworks are required;

(iv) setting clear expectations as regards internal controls that safeguard firom WL/TF

risks;

(V) supporingthe exchage of information and cooperation between law enforcement, firms

and CAs;
(vi) guardng against derisking.
In the sectorspecific section of this Joint Opinion, the ESAs examine@é€sfisnses relating to

ML/TF risks prevalent in each sector and their ageess of controls put in place by firms to

mitigate these risks. Each sector is summarised under the following five subheadings:

(1) Inherent risk in the sector, where the ESAs have summarised th@a€ssment of the

level of inherent risk associated with each sector. The responses show that, overall, credit

N.

5Joint Guidelinesonthey G KS OKF N} OGSNRadAOa 2F F NRA|I Mol &aSR F LILINER I OK

SUBNIBA&AAZ2YZ FYR GKS adsSLia G2 oS GF 1Sy 6 KS2016Dppltistedli A y 3
on 16November 2016, available ahttps://eba.europa.eu/documents/10180/1663861/Joint+Guidelines+on+Risk
Based+Supervision+%28ESAS+2016+72%29.pdf/7158338499e-8b12-€34911f9b4b6

4
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institutions, payments institutions, bureaude change and -money institutions are

considered the most vulnerable to ML/TF.

(i) Quality of control&and common breaches in the sector, where the ESAs have outlined their
analysis of the CAmssessment of controls put in place by firms in each sector, which
highlights varying levels of deficiencies in all sectors. Overall, it appears that CAs are
particularly concerned about the quality of controls relating to the identification and
GSNAFAOFIGAR2Y 2F Odzald2YSNBRI (GKS |aasSaavySyid
customers, and ongoing monitoring of business relationships, including transaction
monitoring. This Joint Opinion recognises that, in some instances, these weaknesses are
not mutually exclusive. The ESAs find it particularly alarming that a large proportion of CAs
have not carried out an assessment of controls in certain sectors. In additisnJoint
Opinion outlines a summary of the type and seriousness of breaches identified by CAs in
each sector. This review highlights that, in the majority of cases, the areas associated with

poor-quality controls also result inigher numbers of breaas

(i) Overall risk profile of the sector, where the ESAs have summarised tliag8Assment of
ML/TF risks present in each sector, after consideration is given to the inherent risk and
quality of controls. It is evident that, in the majority of cases, the level of overall risk is
aligned with the inherent risk ratings, leadingtt® conclusion that the controls framework

maynot be sufficiently robust to reduce the overall risk in certain sectors.

(iv) Emerging risks in the sector, where the ESAs have set out their analysis of e CAs
responses relating to emerging risks in each sectbichvshows that the majority of CAs

consider new technologies and virtual currencies to present challenges in the future.

(V) Recommendations for the CAs, where the ESAs have proposed a number of actions for the
CAs that may reduce the sec@®rexposure to MLIJF risks and improve the quality of
controls. For example, the ESAs have recommended that those CAs that have not carried
out an assessment of controls in certain sectors assess whether or not they hold sufficient
information about these sectors to alloviném to develop a sufficient understanding of
inherent and overall risks in the sector and, as a result, to review their supervisory approach

if deemed necessary.
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In addition, each subsection includes an assessment of ML/TF risks arising from th@ sector
exposure to croskorder activities and transactions. Overall, the sectors that are most
vulnerable to these risks are credit institutionsym®ney institutions, payment institutions,

investment firms and investment funds.

Tocomplement this Joint Opiniothe ESAs have also developed an interactive tool that gives
CAs and firms a quick snapshot of all of the ML/TF risks covered in this Joint Opinion. The

interactive tool is available on theEBA & ¢ S btta:AablS.eba.europa.eu/joint

opinion/JO_ML_TFE 2019.htmt is based entirely on the information contained in the Joint

Opinion and therefore should h&sedin conjunction withthe Joint Opinion.

2. BACKGROUND AND LEBASBIS

Article6(5) of Directive (EU) 2015/849 (AMLD4) requires the ESASs to issue a Joint Opinion on
0KS a[k¢C NR&Aal&a FFFSOGAYyI GKS 9! Qa TFAYIYyOALlf
OdzNB LISIY [/ 2YYAAAA2Y QA &dzZANI yI (A2 62 Np a3y | RAS
supervisory convergence and a level playing field in the area of AML/CFT. It also serves to inform
aSYOSNI {dFGSaQ /! a Ay -basddSgpnach taAMLACET siipergision. 2 (|
AMLD4 requires the ESAs to publish the J@ptnion every ¥ears and the previous Joint

Opinion was published in February 2017.

Whereas the requirement to publish this Joint Opinion is set out in AMLD4, the underlying
AYF2NXIEGA2Y NBEFGSa G2 | LISNA2R gKSIYutmANNaQ
Directive 2005/60/EC (AMLD3) as transposed into national law by Member States. In accordance

with AMLD3, the application of the ridlased approach was suggested, but it was not a
mandatory requirement. AMLD3 was later repealed and replaced byD&Mivhich needed to

0S GNI¥yalLRaSR Ayd2 aSYoSNUuhd20liy SAMD4 girhsitdibgingl € £ S
the EU legislation in line with the International Standards on Combating Money Laundering and

the Financing of Terrorism and Proliferation, whigere adopted by the FATF, an international

AML/CFT standard SGGSNE AY HamMuH® [A]1S GKS GChage€Qa ail
F LILNR I OK G GKS OSyidNB 2F GKS 9! Qa lta[k/ C¢ NE
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Member States, CAs and firmaust take steps to identify and assess those risks to decide how
best to manage them. AMLD4 has been further amended by Directive (EU) 2018/843 (AMLDS5),
published on 19une 2018, which Member States are required to transpose into their national

legislationby 10January 2020.

Firms carrying out perseto-person transfers also have to comply with Regulation (EU)
2015/847, which requires payment service providers to obtain certain information when

processing a transfer.
3. METHODOLOGY

In drafting this Joint Opian, the ESA®OK into account the views expressed by CAs through a

questionnaire relatedo ML/TF risks and supervisory activities carried out in 2016 and 2017.

Ly G2aGFfs GKSNB INB py /!a NBaLRyarofsS TF2NJ I
AML/CFT obligations in the BEMlember Statesand European Economic Area (EE@yntries

The supervisory framework varies across thesentries In some, the supervision of AML/CFT

is divided between a number of different CAs, whereas in attés is the esponsibility of one

CA. In addition, in some jurisdictions, these CAs are consolidated with authorities responsible

for prudentid supervision of firms or withikanciallntelligenceUnits (FIUs). When a CA is also

the FIU, information gathered forthe plJ2 8 Sa 2F GKA & W2AY(d hLAYyAZ2Y

supetrvisory obligations.

Furthermore, the ESAs organised a number of thematic work$tibasbrought together CAs,
private-sector representatives and representatived law enforcement to inform their
assessment of the ML/TF res&ssociated with specific sectors. Subjepecific expert reports
were also considered as needed and relevant to support the analytsie ioformation received

from CAs.

b¢kS 9{!a 2NHIYAaSR premiged NI andod telated Go mbrieysrendtters i@ Eebruary 2018 and
another workshop related to-enoney issues in September 2018.
7
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The methodology used by the ESAs to obtain inforrmaffom CAs for this Joint Opinion has

evolved since the Joint Opinion 2017 was published and hence direct comsaaigonot

possible in all cases. Although the new methodology requires more detailed information from

CAs and was developed with a viewnigproving the comparison of data and help to track

the development of risks over time, this has proven to be a challenging task for this Joint
Opinion. Most of the challenges related to the comparison of data stem from the fact that CAs

have different organisational structures and have adopted hfiesupervisory approaches and
practices. These differences also apply to how CAs record their supervisory data and carry out
their risk assessments. While the ESAs have worked to harmonise the collection and provision

of data where possible, data obtaidéor the purposes ofhis Joint Opinion may not always be
O2YLI NrotSs Fa GKS REGF LINPOARSR YIé& 06S ol &aSF
9{!1aQ O2yOfdzarz2zya YI& 06S o6laSR 2y ljdzflohil GASBS
which trerdscanbe ascertained. Therefore, any data contained in this Joint Opinion have been,

and have to be, interpreted in this context.

In addition to this Joint Opinion, the ESAs have developed an interactive tool that gives firms
and CAs a quick snapshot b&tML/TF risks covered in this Joint Opinion. The interactive tool is
available onth&€BM & ¢ S/ thafs $ba.europa.eu/jointopinion/JO_ML_TF_2019.htm

The tool was deveped for data visualisation purposes only and is based entirely on the

information contained in the Joint Opinion. It does not introduce any additional information.

4. CROSSECTORAL MONBMUNDERING AND THEH®ST
FINANCING RISKS

¢KS LINRGSOGAZAYW AR 0 KAS/ G9S/ IR (FeA RSLISYRA 2y 3> | Y2y
prevent and detect ML/TF and the ability of CAs to ensure that firms under their supervision put

in place and maintain effective AML/CFT policies and procedures. These policies andi@®ced

include systems and controls to identify, assess and manage ML/TF risks. In addition to the
internal control mechanisms that firms are required to put in place, firms often face significant

political, technological and business challenges. Thereftms, Joint Opinion provides a

8
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contextual background to the risk assessment exercise, taking into accountbonokss and

emerging ML/TF risks, as well as a number of specific threats that shape the current risk
landscape within the EU. At the time of wimig this Joint Opinion, the following cresstting

risks were identifiedSome of these risks are the same as, or similar to, the risks identified in the
W2AY (G hLAYA2Y HAMTI &4dzOK & NR&Al&a Faaz2o0AldSR
others are emerging risks, including ML/TF risks and challenges associatéoewitithdrawal

of the UK from the EWl@nd the increasing use of new technologies through which financial

services are provided.

23.0n 29March 2017, the UK notified the European Council of its intention to withdraw from the
EU. In the absence of a ratified withdrawal agreement between the EU and the UK, the
withdrawal of the UK from th&U will take place on 3ctober 2019, unless there is an agreed
SEGSyarzyo ! FUSNI GKS SAGKRNY 61t 2F GKS 'Y FTNB
will be subject to the same arrangements as other third countries. However, in the case of a
withdrawal of the UK from the EU with an agreement, alternative arrangements may be put in

place.

24) gAUGKRNY gkt 2F GKS 'Y FTNRY (GKS 9! gAaft I FFSO
is exposed, although the extent of that risk has yet to be geieed. The circumstances of the
withdrawal of the UK from the EU were, at the time of writing this Joint Opinion, still unclear.

The ML/TF risks associated with the withdrawal of the UK from the EU arise from the following:

() /! aQ NXiana bihsddSadithorised in the UK and providing services to the rest
of the EU might look to obtain authorisation and establish themselves in another
Member State after the withdrawal of the UK from the EU. This could put a strain on
CAs from that MembeState, which will have to make sufficient resources available to
assess the ML/TF risks associated with the business models and ownership and control
structures of a potentially large number of applicant firms. After granting

authorisation, these CAs Witeed to be prepared to supervise those new firms for

9
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O2YLX AlLyOS 6A0GK GKSANI aSYOoSNI {dFdSQa ! a[ k!
There is also a risk that some CAs may not be adequately equipped and staffed to
effectively oversee significant numigeof new firms and that the robustness of those
aSYoSNI {iG1GSQa !a[k/ C¢ adzZLISNBAAAZ2Y YAIKG

iy /! aQ 2@nerdis A BsKthat some of the UK firms that are looking to relocate
g2dAd R SadlofAaK GKSYaSt gRAEBEA W yI WA (IVISS NIyd SYsc
O2YLI yASas gKAOK g2dAZ R YIF1S FTRSIljdzZ 4SS ! a[ k!
CA more difficult.

(i) CANXNA&Q :WEfalRvdayidEsiwill be affected by a UK withdrawal from the EU

without an agreement:

A firms authorised irthe UK that want to obtain authorisation, establish a branch or

provide services in one or more Member States;

A firms authorised in an EU Member State that want to obtain authorisation in the

UK; and

A firms authorised in an EU Member State that want to maimt business

relationships with UK customers.

L¥FSX 2¢Ay3a G2 dzyOSNIFAyGe 20SNI GKS | YQa gAi
State in the EU will change, it will have to amend and update its AML/CFT policies and
procedures to comply with its new homeSYo SNJ { GF GSQa ! a[k/ C¢
Because the AMLD sets only minimum AML/CFT requirements, and more stringent
requirements can be applied by each Member State when transposing the AMLD into
y6EGA2YyFE €S83ratldAz2y s TANYREIQquemeértdintay vy OS 6
y2i ttsrda 085 &adFFAOASYH G2 Y884 (GKS vy
requirements.

Firms will also have to update their AML/CFT policies and procedures to account for

the UK becoming a third country for AMLD purposes. Such changésewdfuired

particularly in relation to correspondent banking relationships, transfers of funds,

third-party reliance arrangements and customer risk assessments. Firms should assess

10
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the extent of these changes, which could affect their business priordaavithdrawal

of the UK from the EU, to eliminate their exposure to increased ML/TF vulnerabilities.

Cooperation and information exchange arrangements between the EU/EEA CAs and
the UK CAs: in the case of a withdrawal of the UK from the EU without adatifie
withdrawal agreement, and in the absence of adequate cooperation arrangements
concluded between the EU/EEA CAs and the UK CAs in compliance witrbA(&gle

of the AMLD, CAs will no longer be able to exchange relevant information to ensure
the effective AML/CFT supervision of firms that operate on a cbussgler basis. In the

case of a withdrawal of the UK from the EU with an agreement, the exchange of such
information will depend on the terms agreed. The EBA agreed, in March 2019, a
template for a memeoandum of understanding (MoU) outlining provisions of
supervisory cooperation and information exchange between the EU supervisory
authorities and the UK Prudential Regulatory Authority and the Financial Conduct
Authority. The template serves as the basis bilateral MoUs that are being
negotiated and signed by the relevant EU CAs and the UK authorities. This MoU
contains some provisions that aim to facilitate the exchange and protection of

information forAML/CFT prposes, if permitted by law.

25.The EU indtutions, including the ESAs, have been working to minimise the adverse impact that
0KS A0KRNI gt 2F GKS 'Y FTNRY GKS 9! YlI@& KIF@S
system. For example, the EBA has published two Opinions on preparatidhe fwithdrawal
of the UK from the E{which aim to foster a consistent approach to authorising UK firms across
Member States and to put in place arrangements that will ensure the continuation of the

cooperation and information exchange between AML/CHesusors in the EU and the UK.

7 Opinion of the European Banking Authority on issues related to the departure of the United Kingdom from the European
Union, BA/Op/201/12, published on 1Q@ctober 2017, available at:
https://eba.europa.eu/documents/10180/1756362/EBA+Opinion+on+Brexit+Issues+%XRERR 7-12%29.pdf
and Opinion of the European Banking Authority on preparations for the withdrawal of the United Kingdom from the
European Union EBA/Op/2018/05 published on 25dune 2018 available at:
https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+Brexit+preparations+%A8EBA1L 8
05%29.pdf
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26.n recent years, ongoing technological developments have opened up new opportunities for
FinTech and RegTech providers. However, as describedSin @ { | 3 Q hLIAYA2Yy 2V
innovative solution% published in January 2018, these developments may also give rise to
additional ML/TF risks.

27.This Joint Opinion highlights that most CAs consider that FinTech and RegTech present ML/TF
risks andsulnerabilities, both currently and in the future, to which firms in almost all sectors are
exposed to. Nevertheless, CAs appear to have adopted diverging approaches to the assessment

of these risks, with some CAs being more advanced in the risk assegmmegags than others.

28.Those CAs that have carried out a specific assessment on ML/TF risk associated with FinTech

identified the following riskncreasing factors:

A 0KS LINPGAAAZ2Y 2F dzy NB3IdzZ F SR FAYFIYOALIE LINE R«
2F la[k/ C¢ tSIAatlIGAZ2YT

A GKS ljdzZr fAGe 2F AYyF2NNIGA2Y 3FFGKSNBR |a LI NI
2F AYyO2YLX SGS 2N AYSTFFSOGABS /55 YSIFadaNBaT

A I €101 27F dzyRSNARGFYRAY3I 0@ CAYESOK LINRBOARS
fSaratrdAazy FyR GKS 2@0SNrftt FAYIFIYyOALFf NBIdzA

A RATFSNBY(H O2YLX Al yOS OdzZ G§dzNBa 06SiG6SSy &dzLIS N

A Iy AYONBI &SR dzaS 202 BR O&DKYFERAMARBBYZ2SR2¥:>
LX I OS LINE LB NS B2 GERONBNFALS (KS FTANYQaE SELR A& dNNB
ARSydGAdGe GKSTFOT

8 Opinion on the use of innovative solutions by credit and financial instituiiortee customer due diligence process,
JC/2017/81, published on Z&xnuary 2018, available at: https://esasjoint-
committee.europa.eu/Publications/Opinions/Opinion%200n%20the%20use%200f%20innovative%20solutions%20by
%20credit%20and%?20financial%20institutions%2QQIF-81).pdf
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29.Those CAs that have carried out a formal ML/TF gskssment on RegTech solutions used by
supervised firms highlighted the following risicreasing factors associated with these

solutions:

g A

A FANYAGQB (2AASINDE 2 B GA 2y GSOKy2f 238 az2tdziaizyas

KdzYt 'y LINRFSaanyVRy IRAZRIBINSENIGAAY Y2y Ad2NAyYy 3
A I £+ 01 2F LINRGAaAAZ2YA AY (GKS Odz2NNByid S3t

LINE

t 7

YStya GKIG RATFSNBYG &adl yRFNR&a FNB I LILX ASR

A FANXYAQ 101 2F dzy RSNERUGI YRBEBRIAYT 6KSANIEO6KRY 21
GKAOK YIé& SELRA&AS FTANXA (2 a[k¢C @dz ySNIOATf A

A GKSY TFANXA INB 2dziazdz2NOAYy3 Fff 2NJ LI NI

27

LINELISNI 2 9SNBAIKG YR F28SNYFyOS | NNIyaISYSyi.

0 RAFTTAOMA G(3B&A yAA (EIZAQFSNI REGE 26Ay3a
LRGSyGAalrtfe akK2Nl fAFSaLly YR gAGK Sa
o ljdzSaitAaz2ya +Fo2dzi GKS NBtAFOAtAGE 2F NBC
NBORSRLIAY I LINF OGAOSaE Lkt JARSNITI OS o8& (i
ol fFO01 2F GN}yaLIlINByOe Ay GKS Ftt20dA
wS3¢SOK LINPGARSNES LI NIAOdz F NI @ 6KSy (FK
GKFdG FNB y20 2060t A3SR SyYyuAdASa dzy RSNJ (K

30.Many of these risks are the same asthd®&iy 1 A FASR Ay GKS 9{! aQ hLAYA:

solutions, in which the ESAs reminded firms and CAs of potential vulnerabilities associated with

the use of these solutions if they are ill understood or badly applied. Nevertheless, the ESAs also

higkf AIKGSR K2¢ (KS dzaS 2F (KSasS azfdziazya Oy

AML/CFT controls.
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31Virtual currencie$(VCs) have been the subject of significant media attention over recent years.
However, it is important to remember that VCs are not typically regulated financial products
under EU law and therefore customers are exposed to similar risks to those associated with
other unregulated products and services. These risks were highlighted iBB#en an Opinion
2y  WGZA NI dZ° in widotizh@NEBA eéoB@ended that, in the absence of a sound legal
framework, national supervisory authorities should discourage customers and firms from

holding VCs and carrying out activities relating to them.

32.To address the increased ML/TF vulnerabilities presented by VCs, the EU legislators included
custodian wallet providef$ and providers engaged in exchange services between virtual and
fiat currencies within the scope of the AML/CFT legal framework byidgfthem as obliged
entities in AMLD5, which should be transposed by all Member States bgni@ry 2020. This
is a welcome change, as it means that these entities must now comply with all relevant AML/CFT
requirements. On 9anuary 2019, both the EBAnd the European Securities and Markets
Authority (ESMASYpublished reports setting out their analyses of the applicability and suitability

of EU law to cryptassets and highlighting the need to remain vigilant about ML/TF risks.

33.Most CAs consider that V&l give rise to ML/TF risks and they regard VCs as among the most

important emerging risks present in almost all sectors for the following reasons:

A a lack of knowledge and understanding by firms and CAs of these products and services,

which preventghem from carrying out a proper impact assessment;
A a lack of straightforward regulation governing VCs and associated products and services;

A increased processing of transactions online, with only limited customer identification

and verification checks beirggrried out.

@ A NI dzt £ O dzNNBas OefirddinArticla(18)ini AVRDAK S NB

109 hLIAYA2Y 2y  WERNIpED14/08 @ibEsHEAS yord AMBIE OZ014, available at:
https://eba.europa.eu/documents/10180/657547/EBBp-201408+0Opinion+on+Virtual+Currencies.pdf

Dpdzad2RALY 61 ffSG LINROARSNIQ) oMAMLDIZE SR KSNBE a RSTAYSR Ay !
12 Report with advice for the European Commission on crgssetsEBA Reportpublished on anuary 2019, available
at: https://eba.europa.eu/documents/10180/2545547/EBA+Report+on+crypto+assets. pdf

13 Advice: initial coin offerings and crypassets,ESMA5a157-1391, published on Qanuary 2019, available at:
https://www.esma.europa.eu/sites/defaulfiles/library/esma56157-1391 crypto_advice.pdf
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34 Moreover, in October 2018, the FATF adopted amendments to its Recommendation
OwSO2YYSYRIGA2Y wmMp YR GKS Df2aalNeBo G2 AyOf dz
YR W@ANILdzZ £ FaaSad &SNIA OSfplotN@shnde&ichs@aw fall & | N.
within the scope of the FATF standards than those covered by the current EU AML/CFT legal

framework (e.g. cryptdo-crypto exchanges).

35.In conclusion, although AMLD5 has expanded the scope of obliged entities, which, when
transposed into national law, will address some of the risks associated with VCs, further actions
I NE O2y3aARSNBR FLILINRLNRIFGS 60a8S (KS 9.1 Q& wSL
crypto-assets’).

36TheESA®2 Yy AaARSNI GKIG GKS 9! Qa FAYyFYyOAlLt aS0Od2N O
Member States have transposed EU law into national legislation in different ways. While
differences in national law are expected and justified when the underlying dieeés a
minimum harmonisation directive, there are also some provisions in EU law that have been
interpreted differently by Member States, including provisions on thelraked approach. The
resulting divergenceould have a significant impact armbuld have negative implications for
GKS NRodzalySaa 2F (GKS 9! Qa !'a[k/ C¢ RSTSyoOoSa:
9! Qa TFAYIYOALFT YIN}SGo

37.The ESAs are particularly concerned about ML/TF risks arising from legislative divergence in the

followingfour areas:

(i) ¢CKS ! a[5Qa YAYAYdzy KI N 2haged dpproaghyaffest théleetdlS I y R
2F O2yOSNEBSYOS (KIG GKS 9{!14aQ la[k/C¢ &l yRI
there is some evidence that some firms obtain authorisation in Menftetes whose
AML/CFT regimes they perceive to be more permissive, with a view to providing services in

other Member States from this base.

14 Report with advice for the European Commission on crgssetsEBA Reportpublished on anuary 2019, available
at: https://eba.europa.eu/documents/10180/2545547/EBA+Report+on+crypto+assets. pdf

15


https://eba.europa.eu/documents/10180/2545547/EBA+Report+on+crypto+assets.pdf

JOINT OPINION OF HHEROPEAN SUPERVYSARTHORITIES ON RHEKS OF MONEY LBERING AND TERRORISANCING
AFFECTING THEEUROIPE | bL h b Q{ SECTAR! b/ L ! [

*

,527/71 Pl @,’
" EUROPEAN " 5 ‘
'.',ﬁ§ NG * @SMa a“affk‘;ifjj:g:“f;“ and @(ID = SUPERVISORY AUTHORTIES
(@ g W oo D
(i) For much of the period covered by this Joint Opinion, the respective responsibilities of

home and host AML/CFT sup&ors were interpreted differently in Member States. There

was a risk, which materialised in a number of cases, that different national interpretations

2F NBfSOFyld LINPOAAAZYA AYy | yA2y fl g 0O2dZ R
supervised, or notnonitored effectively, for compliance with their AML/CFT obligations.

AMLD4 brings some clarity in this respect.

(iii) ¢CKS 9! Q3 NMz S&a 2y | dziK2NRAlIGA2Yyax ljdad f AFeAY
on national transpositions and interpretationsBb law by national prudential supervisors
and the European Central Bank (ECB). They leave little room for the development of a
consistent EU approach to addressing ML/TF risk effectively in these contexts. For example,
the way that EU law has been tranggal in some Member States means that some CAs
are of the view that they are unable to act on ML/TF concerns unless they can find evidence
of criminal convictions. This is of concern because, once a firm is authorised, the
passporting rights attached to samforms of licence (e.g. for banking and payment
services) enable it to provide its services across the EU unhindered and so ML/TF risks can
be spread by the firm across a number of Member States. It is, therefore, important to
reconsider the way that th&egal provisions governing prudential supervision of firms are
drafted by legislators and interpreted by Member States and prudential authorities, to
ensure that AML/CFT issues are given the attention they need and that CAs can intervene
where necessary.nl this context, the ESAs welcome recent legislative developments,
including proposed changes to the Capital Requirements Diréétivehich bring greater

legal clarity in this area.

(iv) At the same time, cooperation between CAs that are responsible for the/@#L
supervision of firms that operate on a crassrder basis and cooperation between CAs and
prudential supervisors was sometimes hampered by real or perceived legal obstacles
related to the exchange of information. In addition, there was no explicif tutooperate
in this regard. There was a risk that supervisors had only a partial view of the risks
associated with certain sectors or firms. The ESAs expect that legal changes introduced by

AMLDS5 will provide a clear legal basis for supervisory cooiparatThis will be
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supervisory cooperation guidelinésand, to a certain extent, in the multilateral
agreement® on the practical modalities for exchange of information between the ECB and

the CAs.

38.Since the Joint Opinion 2017, AML/CFT supervision in the EU has been iatlightsperhaps
more than ever before. The FATF and Moneyval, in their mutual evaluations, question the
I RSljdz- 08 2F &a2yvy$S /13aQ LIINRIIOKSa (2 !'a[k/ C¢ &
Fa ¢6Stf Fa GKS 9dz2NBLISHY t |radfodsésYoSafiGus alleghtiBns | & 2
of AML/CFT failures and find some of these responses to be lacking. The EBA has concluded its
first ever breach of Union law case against an AML/CFT supéfvisoaddition, continuing
allegations of breaches of applicabAML/CFT rules by a number of large firms have raised the
question of whether or not a more robust and consistent approach to monitoring and testing

FANYAQ !a[k/ C¢ O2YLX AlIYyOS ONR&aa GKS 9! O2d#Z R

39Todevelopai SN dzy RSNEGFYRAY3I 2F LRGSY(GALFt NR2G ¢
O2ydG+FAYSR I fINBS asS0iGAz2y 2F ljdzSadrazya NBEI GA
the events highlighted above, there is a tendency to generalise the AML/@EfVision across
the EU and assume that it is consistent in all Member States. However, the responses to the
survey highlight that national approaches continue to differ significantly between CAs in

different jurisdictions. Various factors that may contrie to these differences, including the

15 Consultation Paper on draft joint guidelines on the cooperation and information exchange for the purposes of Directive
(EU) 2015/849 between competent authorities sugsing credit and financial institutions (JC/CP/2018/59); published
on 08 November 2018; published ornttps://eba.europa.eut/esasconsulton-guidelineson-cooperatiorand
information-exchangefor-amkcft-supervisiorRpurposes

16 pyrsuant to Article 57a(2) of Directive (EU) 2015/849, the ESAs supported the conclusion of a Multilateral Agreement
between the ECB and AMIFT competent authorities in the EU. A copy of the Multilateral Agreement is available at:
https://eba.europa.eu/documents/10180/2545547/Agreement+between+CAs+and+the+ECB+on+exchange+of+infor
mation+on+AML.pdf/e83dd6e&8f7-46al-befb-3e91cedeb51d

17 EBA issues recommendation to the Maltese Financial Intelligence Analysis Unit in relatsosuigervision of Pilatus
Bank 11July 2018, available alittps://www.eba.europa.euf/eba-issuesrecommendationto-the-maltesefinanciat
intelligenceanalysisunit-in-relation-to-its-supervisiorof-pilatusbank
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differences in the national transposition of the AMLD, variations in the size and nature of the
supervised sector and the level of exposure to ML/TF risk. Any gaps in the AML/CFT supervisory
framework, if exploited¢could potentially have significant implications for the robustness of the

9! Qa !a[k/ C¢ RSTFSyOSa IyR FT2NJ dKS AydSanNrade

40.The main differences observed by the ESAs relate to the frequency and intensity of supervisory
engagements with firms in different sectors, which are often justified by differing levels of risks
in these sectors and the resource constraints at the CA. The review of responses confirms that
most CAs focused their attention on sectors they considered ésgmt significant ML/TF risks,
while often neglecting sectors perceived to be less risky Fsgeres 1 and 2 for more details).
This may be in line with the ridglased approacH, in which, on the basis of reliable information,
the CA has developed a goadderstanding of the ML/TF risks to which each of their sectors is
exposed. However, this appears to have been challenging for some CAs. There is evidence to
suggest that, in some cases, CAs have based their assessment of ML/TF risk associated with a
particular sector in their jurisdiction solely on one risk factor, or applied the ML/TF risk
FdaSaayvySyid 2F Iy20KSNJ aSYoSNI {dFrdsSqQa /! Ifyza
a risk that, by failing to obtain a holistic view of relevant risk facpwevalent in a particular
jurisdiction and failing to tailor the risk assessment to each sector in the context of each Member
State, CAs may fail to identify, and act upon, ML/TF risks to which their sector is exposed. The
9{! aQ 3dzA Risased ANEEFT Bugervididnavihich came into effect in April 2017 and
GKAOK YySSRSR G2 060S AYLIXSYSYGSR o0& ! LINAE Hnmy?>X

forward.

41 Furthermore, the number of specialist AML/CFT staff employed by CAs varies significamdly. Whi
differences are expected and acceptable under thedidk 8 SR I LILINR | OKX NB A LR Y 3

guestionnaires and findings from international assessmiéstgygest that the level of resources

8 For more details on the rishased approach, see the Joint Guidelines onzhg G KS OKF NI} OG SNA & d A
approach2 | yiAnyY2ySe flFdzyRSNAYy3 yR GSNNRBNR&a(G FAYlFIyOAy3
AdzLISNBA&AAZ2Y 2y | NA221672Aa Sybbstied Ao S16lodemBer 2016, Avpilake at:
https://eba.europa.eu/documents/10180/1663861/Joint+Guidelines+on+Risk
Based+Supervision+%28ESAS+2016+72%29.pdf/7158338499e8b12e34911f9b4h6

1% For more details on mutual evaluations carried out by tRATF and Moneyval, seduttp://www.fatf -
gafi.org/publications/mutualevaluations/?h#9&b=0&s=desc(fatf releasedate)

a O«

a
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and AML/CFT supervision is not always commensurate with tieé déWL/TF risk and the size

of the sector in all Member States.
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421n line with AMLD4, firms are required to put place an internal systems and controls
FNFYSE2N] GKIFIG Aa O2YYSyadaNFGS 6A0GK (GKS a[k¢C
2 KSYy GKS AYyUuSNyrt O2yaNRfta IINB Ayl RSldzad G§Sxz

Therefore, an outcome of IS NIIA a2 NE | QG AQGAGe A&a GKS | aaSaay

N

potentially the identification of breaches of legislation.

43.In contrast with the Joint Opinion 2017, the majority of CAs responding to this Joint Opinion
have rated internal systems amdntrols put in place by their supervised firms as either good or
very good. Most CAs consider policies and procedures implemented by firms to be adequate,
particularly in respect of recorkeeping, identification and verification of customers, and
suspicbus transaction reporting (STR). However, data received by the ESAs highlight that the
application of these policies and procedures in practice is not consistently effective. In relation
to the effectiveness of these policies and procedures, of parti@alacern to CAs are the quality
of businessvide ML/TF risk assessments, the effectiveness of STR and the effectiveness of
ongoing policies and procedures, including transaction monitoring. These controls were rated

as poor or very poor by a number of CésgFigures3 and 4).

44) Y2 GKSNI I NBI 2F O2yOSNYy F2NJ/!& ARSYGATASR Ay
AML/CFT resources. Since then, this area appears to have improved and data received for this
Joint Opinion in respect of 2016 and 2017 whithat the majority of CAs did not raise any
O2yOSN¥ya o62dzi FANNVAQ !a[k/ C¢ NBazdz2NOSao
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policies and procedureks.

45When CAs were asked to identify the most common types of breaches of legislation, these
NEfFGSR G2 AylIRSljda GS O2yaGNBfa Ia NBIIFINRa (GKS
weaknesses in the internal controls and overall AML/CFT policigsracedures, and customer

risk assessments. Statistics for 2017 largely correspond to statistics for 20 Fogsesb).

46In addition, CAs are also concerned about the systems and controls put in place by firms for the
identification and verification of beficial owners, as they consider them inadequate. In line

g AGK ( RsRFa@ofsGuid€lines’, if a firm is unable to identify a beneficial owner because

20 30int Guidelines by the European Supervisory Authorities under Articles 17 and 18(4) of Directive (EU) 2015/849 on
simplified and enhanced customer due diligence and the factors credit and financial institutions shaittecarhen
assessing the money laundering and terrorist financing risk associated with individual business relationships and
occasional transactions (JC 2017 37), published on 26 June 2017; availabiesateba.europa.eu/regulatiorand
policy/antrmoneylaunderingand-e-money/quidelineson-risk-factorsand-simplifiedand-enhancedcugsomer-due-

diligence
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the customer has gone to great lengths to disguise it by forming various complex structures, the

firm should consider the reasons for such behaviour, as it might be an indicator that the business
relationship presents a high ML/TF risk. Some CAs suggest that the lack of publicly available
registers containing sufficient data on beneficial ownership sontributing factor to these
shortcomings. However, the ESAs consider that reliance on such registers for the purpose of
identifying the beneficial owner is not warranted in all cases. Instead, these registers are useful

as an additional source of infotmli A 2y 6 KSy @GSNATFTeAy3d (GKS o06SySTAC
cannot be the only source of information used for identification, in particular in situations in

which the ML/TF risk associated with a business relationship is increased.

Other

Customer identification and verification of ID

Ongoing monitoring

Internal controls and overall AML/CFT policies and procedures
Customer risk assessments

Beneficial owner identification and verification of ID
Suspicious activity reporting
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Figure5: Most common types of breaches identified by CAs in 2016 and 2017 across allédctgrs. | KA & FA 3 dzNB I Wt

a politically exposed person.)
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(TF) risks and find that the observations set out in the Joint Opinion 2017 are still relevant.
AML/CFT systems and control weaknesses in firms or sectors that are perceived to be
particularly vulnerable to abuse for TF purposes continue to persist. Thiseacdrn because
the systems and controls that firms put in place to mitigate TF risks are similar to, and often the

same as, the controls put in place for amtoney laundering purposes.

48 Feedback from CAs points to persistent weaknesses in systems adodN®Brf a NBf | § SR G
transaction monitoring. In contrast with money launderers, individuals looking to finance
terrorism may not seek to hide their identity and may use legitimate funding sources, often in
small amounts. This means that the measured flims put in place to identify their customers
and verify their identities may carry less weight in the context of countering the financing of
terrorism (CFTYhan effective ongoing monitoring of transactions. What is more, contrary to
common perceptions sanctions screening is not a substitute for effective,-baked CFT
controls. Financial sanctions target individuals or groups that are already known to pose a threat,
whereas TF risk often emanates from individuals who are not caught by the sanetipme.

This is why riskased AML/CFT controls, and transaction monitoring in particular, are key to the

effective fight against TF.

49.The fight against TF continues to be hampered by firms not having access to relevant information
T often held by law enfazement agencies that would help them identify TF risks before they
ONEadGltftftAaSe [A1SsAaSs g SyF2NOSYSyd 3ISyoO
networks can be hampered when they are unable to obtain information about terrorist finance
flows that only firms can provide. It is essential, therefore, that law enforcement, CAs and firms

work closely together in the fight against TF.

50.Taking this into account, the ESAs welcome the fact that there are now a small number of
initiatives at the nathnal and supranational levels that are designed to test how law
enforcement agencies can provide firms with more specific and meaningful information on

specific persons of interest, allowing firms to focus their transaction monitoring on these
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persons. Tha S AYAGAlI GAGSE R2 y2i NBLXFOSZI odzi | NB N
reporting suspicious transactions. Feedback from firms and law enforcement agencies suggests

that some firms may be reluctant to participate in such initiatives begafsconcerns about

potential privacy and data protection implications. Firms are also concerned that, if a firm has
identified a specific person of interest to the law enforcement agencies on its database, it may

be viewed by CAs as a weakness inthe®idn 48 a33GSYa FyR O2yGNRf & FNI-

administrative sanction.

51¢ KS 9{!a O2yaARSNJ GKIGd GKS 9! Qa FAYyLFLyOAlf &S8O0

from financial exclusion. A lack of access to the financial system can drive financial transactions
underground and away from effective AML/CFT oversight and controls. Often, such financial
exclusion is the result of désking, that is, a decision taken bynfis to no longer offer services

to some categories of customers associated with higher ML/TF risk. This is particularly
concerning in the terrorist financing context, as these higher risk customers, or their customers
(where the customer is itself a finaatiinstitution), will increasingly resort to informal or
unregulated payment channels to meet their financial needs or to service a particular segment

of customers. In such circumstances, these persons often resort to using cash, which means that
these transactions are no longer traceable, making the detection and reporting of suspicious

transactions and, ultimately, the prevention of terrorist attacks more difficult.

52.The ESAs in their guidelines are clear that the application of daistd approach doesot
require firms to refuse, or terminate, business relationships with entire categories of customers
that are considered by firms to present higher ML/TF risk, as the risk associated with individual
business relationships will vary, even within one catgtfo However, industry feedback and

RA2OdzaaA2ya FiG GKS 9.1 Q& 62 NJ diskiglchngnyes t6Bey S&  NB

21 Joint Guidelines by the European Supervisory Authorities under Articles 17 and 18(4) of Directive (EU) 2015/849 on
simplified and enhanced customer due diligence and the factors credit and financial institutions should consider when
assessing the money laundering and terrorist financing risk associated with individual business relationships and
occasional transactions (JC 2017 37), published on 26 June 2017; availakilesateba.europa.eu/requlatiorand
policy/antrmoneylaunderingand-e-money/quidelineson-risk-factorsand-simplifiedand-enhancedcustomerdue-
diligence
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National governments and CAs therefmeed to do more to ensure that legitimate customers

are not being denied access to the financial system unnecessarily, as such actions may have an
adverse effect, whereby, instead of preventing ML/TF, firms may increase the overall internal
Y I NJ S deability@defl/TF risks.

53.Most of the information used in this Joint Opinion refers to the assessment of ML/TF risks and
supervisory activities carried out by CAs in 2016 and 2017. Like in the last Joint Opision, it
evident that most challenges related to the AML/CFT framework in the EU stem from the fact
that AMLD4 is a minimum harmonisation directive, which means that the ways that Member

States transpose it in their national legislation may differ.

54 Some of the nderlying factors that gave rise to the ML/TF risks identified in this Joint Opinion
have since been addressed by firms and CAs. For example, since the last Joint Opinion was
issued,AMLD4had to be transposed; in addition, the ESAs published a numberadf d
regulatory technical standards and guidelines, which had not been fully implemented in all
Member States at the time when data were gathered for this Joint Opinion. Together, these
standards and guidelines create a common understanding, on the p&Asfand firms, of the
riskbased approach to AML/CFT and how it should be applied. Therefore, the effective
implementation of these standards and guidelines is essential, as a more consistent approach
gAftt NBRdIzOS (GKS 9! Qa @dzZt ySNI6AfAGASE G2 a[ke¢C

55.n addition, to address the shortcomings in the AML/CFT supervisory framework, throughout
2018, the European Commission, the European Parliament and the European Council each

issued proposals and action plans to improve AML/CFT supervision in the EUogoargFf.

2088 LA3AS mn 2F GKS W2AyUl hLAYA2Y 2y GKS Nxala 2F vYz2ysSe f
sector, JC/2017/07, published on B@bruary 2017, available at:
https://eba.europa.eu/documents/10180/1759750/ESAS+Joint+Opinion+on+the+risks+of+money+laundering+and+te
rrorist+financing+affecting+the+Union%E 2%80%99s+financial+sector+24PBa07 %29.pdf

For more detalils, see:
http://www.europarl.europa.eu/RegData/etdes/IDAN/2018/624424/IPOL_IDA(2018)624424 EN.pdf and
https://www.consilium.europa.eu/media/37283/st1516én18.pdf
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Meanwhile, the EBA has launched a programme of implementation reviews in which it is
FaaSaaAay3a GKS /1 aQ FLIWNRIFOKSa G2 GKS !a[k/ C¢

56.Recent events have also highlighted that cooperation between CAs in differenb&testates
is not always effective. For that reason, the ESAs have drafted guidelines on supervisory
cooperation, which, when implemented, will raise awareness and improve convergence in the
/'aQ | OtAz2ya ¢KSY a&dzJS NI Aoy EsisT Théidiode, tieEBAs 2 LIS N

urge CAs to implement these guidelines as soon as they are issued.

57.To mitigate the ML/TF risks identified in this Joint Opinion, the ESAs consider that CAs should

take the following steps:

® To mitigate the ML/TF risks associateith the withdrawal of the UK from the EU, and in
LI NI A Odzf F NJ GKS aGNI AYy 2y [/ laatbbrisaddiindS Nd&ingd 2 NB N
to establish themselves in Member States after the withdrawal of the UK from the EU, CAs
should assess whether orof)y and if so how, they can make better use of existing
arrangements to ensure cooperation and information exchange between them and the UK
authorities, including in the AML/CFT context and the wider, prudential, context to the

extent that ML/TF risks amoncerned.

(ii) To mitigate the risks associated with new FinTech firms or to ensure firms using RegTech
solutions meet their AML/CFT obligations, CAs should acknowledge the changing AML/CFT
landscape, particularly the fact that, increasingly, more customer®aboarded without
faceto-face contact; CAs should familiarise themselves with these technological
developments by engaging directly with providers and firms, even when they are not

supervised entities.

(i) As the use of virtual currencies is continuallgwging, the need to regulate this sector and
associated businesses is continually discussed by the ESAs and the EU legislators. In
particular, in April 2019, the European Commission confirmed that it is taking forward
analytical work further to the JanuaB019 advice of the EBA and ESMA, and the ESAs are
continuing their work to promote convergence in regulatory and supervisory approaches

to virtual currencies. In addition, the FATF has made further amendments to its
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Recommendations to cover virtual assefherefore, CAs should closely monitor any
developments in this area and assess if any changes to the national legal and regulatory

AML/CFT frameworks are required.

(iv) To mitigate the risks associated with the ineffective implementation of internal controls
and the failure to adequately manage emerging risks, which was prevalent across all sectors
and in all Member States, CAs should prioritise the setting of clear regulatory expectations
Ay GKAa FTASERI AyOfdzZRAY I 0 des.NRShEWID igclded 2 G K
CAs focusing their supervisory activities on internal controls that safeguard firms from the
highest ML/TF risks.

(V) It is evident that, in order to have a robust framework for fighting terrorist financing, firms,
law enforcement agecies, FIUs and CAs should work closely together, as each side holds
information that may be relevant for the other. Therefore, CAs need to do more to support
this exchange of information and provide reassurance to firms that cooperation with law
enforcemant is both useful and necessary and, in most cases, is possible under the

applicable legal framework.

(vi) Evidence suggests that certain customers and customer groups are still prevented from
obtaining financial services owing to risks presented by them, whikhown as deisking.
As discussed in this Joint Opinion, such actions by firms may have an adverse effect,
whereby these customers resolve to meet their financial needs through less reliable or
unregulated means. As a result, these transactions aremutitored and reported to the
FIUs. Therefore, CAs should work with firms and affected customers to identify solutions
for making sure that AML/CFT measures do not unduly deny legitimate customers access

to financial services.
58.As noted in this Joint Opom, there are certain risks and weaknesses that have remained
unchanged since the last Joint Opinion was issued. To address this, the ESAs should:

0] assess the effectiveness of the implementation of their standards and guidelines through
the implementation eviews led by the EBA, with a view to identifying good practices and

highlighting areas that should be improved;
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(i) ensure that adequate equivalence provisions that allow cooperation and information
exchange with the UK CAs are swiftly available after thiednatwal of the UK from the EU

to ensure continuity of the supervision of firms that are looking to operate in the EU;

(iir) help CAs to develop their understanding of opportunities and ML/TF risks associated with
new technologies and enhance supervisory convecgerelated to these technologias
thiscouldmayo S I OKAS@SR GKNRdAAK FYSYRYSyi(a G2 GKS
through guidelines or best practices for AML/CFT supervisors on approaches to supervising

new technologies, as well as through orgaed training;

(ivv O2y&aARSNI gLe&&d Ay 6KAOK AYF2NXYIGA2Yy SEOKIy3S
YR FANXYa O2dzZ R 6S AYLINRGSRO®

59.The European Commission should consider the risks and challenges addressed in this Joint
Opinion. When deciding on the futuef AML/CFT supervision in Europe, as outlined in the
/| 2dzy OAf Q& Hnamy ! OQGA2Y tftlys GKS 9dz2NBLISIY [/ 2YY)
FNAAAY3I FNBY GKS YAYAYdzY KIENX2YyAalFGA2Y yI GdzN

different ways in whic Member States have incorporated it into national legislation.
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5. MONEY LAUNDERING ANEBRRORIST FINANCIRGKS
SPECIFIC TO EACHIEREC

60¢ KA&a aSOGA2y 2F GKS W2AYy(d hLAYA2Y LINRPOARSa |
questionnaires, inwhich! & ¢SNB | 41 SR (2 LINRPGARS AYyF2NXNIGA
profile, inherent risk& and vulnerabilities associated with the sector, and their assessment of
riskmitigating measures taken by firms. Responses received from CAs are based on a
combination of qualitative and quantitative daia gathered either as a result of their
supervisory activities or as part of their risk assessment. In some instances, an assessment is
based on an informed estimate of ML/TF risks, which predates a formal risk assessment. The
relevant period covered 2016 dr2017. Where relevant, information from other sources, such
Fd (KS 9-§peciicMLAKSrdkindrkshops, is also reflected in this Joint Opinion.

61.n total, there are 58 CAs in the Blember Statesand EEAcountriesresponsible for the
supervisionofF ANX¥ & Q O2YLX Al yOS gA0K !a[k/ C¢ NMHzZ SAT K
for all sectors and, in somjarisdictions there might be two different CAs responsible for the

supervision of firms in one sector.

62.In total, 33 CAs, whidre responsible for supervising the compliance of credit instituffti@s)
GAOUK la[k/ C¢ 20fA3FGA2YasT NBnddskes Bf Slda far 20160 KS 9 {
and 30 CAs responded in respect of data for 2017.

24 Inherent risk refers to the level of ML/TF risk befanitigation and the overall risk profile refers to the risk that remains
after both inherent risks and controls have been considered.

B O2YoAyliGAR2Yy 2F ljdZ f AGIGADBS YR ljdz yGAGrGAGS RE-GF g2dAd R
based supervision guidelines.

By NEBRAGAGdZIAZYAaQ Aa dzBRROfAVEIME | &4 RSTAYSR Ay | NIAOES

27In some Member States, more than one authority is responsible for the AML/CFT supervision of credit institutions.
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63.The Ckector is considered inherently risky from an ML/TF risk point of view, as Cls are often the
first point of entry into the overall financial system. Overall, the sector is extremely diverse in
terms of its nature, scale and complexity and this is alsb @01 SR Ay (GKS /! &aQ
questions related to the inherent ML/TF risk ratings, which range from very significant to less
significant (sed-igure6 for more details). While the concentration of Cls that are considered as
presenting a very significaML/TF risk is relatively small in terms of the number of institutions,
these Cls represent the largest Cls operating in the EU, which offer a variety of different products

and services to diverse groups of customers across different Member States.

2016 2017

@ Less Significant @ Moderately Significant @ Significant @ Very Significant
Figure6: Inherent ML/TF risk profile of the credit institution sectoR016 versus 2017.

64.The use of cash is still considered by most CAs as one of the contributing factors that exposes
the sector to ML/TF vulnerabilities, partiadly as the sector is made up of many retail banks.

However, the extent to which cash is used varies between Member States.

65alye /! &a INB |faz2z 02y OSNYSR -boaer dansadidhSand S Ol 2 N.
considers them to present significant andbderately significant ML/TF risk (s€gure? for
more details), particularly in those Member States that are known as international financial
centres. Customers that are eshore companies or individuals from highk jurisdictions also

contribute to the increased inherent risk in this sector.
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66 Most CAs assessed the controls put in place by Cls as good or very good overall. This was in spite
of CAs considering that the effectiveness of AML/CFT policies and procedures, particularly those

related to ongoing monitoring of transactions and STRspas pr very poor (se€&igure8 for
more details).

67 A significant number of CAs pointed to problems associated with risk assessments. They are

particularly concerned about the adequacy of both the busineds RS NA &1 FaaSaavSy
risk assessmentassociated with individual business relationships. In particular, CAs are not

A dAaTASR GAGK /LAQ dzy RSNAE G y RHo 3trucdufles addh 8 1 & |
controls put in place by Cls for the identification of beneficial ownership for thiesetures. In

a2YS AyaidlyoOoSaszs A4 OGN} yYyALANBR GKIG /'a KIFE@S y
ongoing monitoring and STRs have also raised concerns for CAs.

68.0verall, CAs appear to be relatively satisfied that the required systemesaamicbls have been
put in place by Cls, but they appear to be more concerned about (1) the quality and effectiveness
2F GKSasS O2yiNRBfa ¢gKSy I LILXASR Ay LINI OGAOS Iy
they are exposed to. This gives rise gn#ficant concerns that some Cls are failing to effectively
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detect and deter ML/TF and that more work in this area may be required from CAs to address

these shortcomings.

Figure8: Quality of controls in the credit institution $ect 2016 versus 2017.

69.t is evident fromFigures1 and 2 that the CI sector has the highest supervisory activity in
comparison with other sectors. Thisis in line withthe-iisk & SR | LILINR | OK | a aSi
risk-based supervision guidelir@swhich require that the intensity of supervisory activities and
the level of supervisory resources are commensurate with the ML/TF risk presented by a firm.

As a result, the CAs have identified a large number of breaches, which range from minor to
egregiousn their severity (sed-igurel0 for more details). From the responses received, it
appears that the main breaches in this sector relate to the identification and verification of
customers and beneficial owners, customer risk assessments and STRg(s=8 for more

details).

28 Joint Guidelines on the charactefid ©4 2F | NA&aA]molaSR I LIWNRIFOK d2 Fydamnmy2
AdzLISNIBA&A2YZ FYR GKS adsSLia G2 oS G 1Sy ¢RA: OdlighedzOGAy 3T 2
on 16November 2016, available ahttps://eba.europa.eu/documents/10180/1663861/Joint+Guidelines+on+Risk
Based+Supervision+%28ESAS+2016+72%29.p873888337-499e-8b12-€34911f9b4b6
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